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Activities of Security for Developing International Standards
by
Takeshi YOKOI and Kosei HASEGAWA

Abstract

In recent years, interest in security has been increasing, and higher level of security is expected, in order to protect people's
living and working environment, which are residential area, organization, society, nation, etc., from natural disasters and
unlawful acts. Security issues against international supply chain are threats to global economy based on international trade.
There is a strong demand from industry for the high-level international standards of security management that enables an
organization to establish the entire supply chain management system. In the field of international shipping, it is necessary to
prevent damages caused by pirates and terrorists. Recently, it has also been required to secure the security of information
communication, especially for ship-to-ship and ship-to-shore communication. Therefore, organizations such as the International
Organization for Standardization (ISO) and the International Maritime Organization (IMO) have been discussing and
developing international standards and recommendations for security management. Technical Committee (TC) 8 “Ships and
marine technology” of ISO has developed the international standards for supply chain security management system, which is
known as ISO 28000 series. [ISO/TC 292 “Security and resilience” is in the process of revising the ISO 28000 series. This
article introduces the trends and activities for developing and amending the international standards related to security and
describes the review status of ISO/TC 292 and the contents of the international standards that the authors actually participate
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1. FAMNE

F, X2 U7 4 ~OBLBEESTEY, AxOANE, J7EREE, Bk, ik okl OEZREZ
RGUT, BRKEESLNIEENORET L Z PR SN TS, Fe, EREMRY 774 Fo— BT 5%
SREREL, G CEREEDICE > TEBTHD. 1o T, Mzl > T, 774 F = — 0 2RIfRD
X2 VT ARV AY NARATLEMNLT DI ENMETH Y, F/RKEDEBEBUE 2 BT 5 2 & BEER )
OHIfF SN TS, F7o, EENBEOSIFICHWTL, e v U 2 MEIC L IR - FilE B IE LR A58
IbT2HERH Y, B TIIMN - EMICB T AIHREEOEX 2 VT A AR T2 & bERSND L H I
o T&, Tk, EFIER#EHRE (ISO: International Organization for Standardization) 35 X ONEI RS SR
(IMO: International Maritime Organization)Z DB T, = U7 ¢ 128D EEEHFR OFH-CIER M T b
TWh. ARETIE, X2 U7 BEOEBEEEOENZFIT 5 LD, FEHONSE L TS [EEFE O
FIZBRICBT 25RO L OB OB 2 Mm%,

2. X2 TAICRIEFRFRELEDEM

2.1 ISO/TC 292 MENH]

ISO/TC (Technical Committee: BifiZEEZL) 292 [EX = V7 4 LNV Y U2 2] ([ZBWTCIE, &8 IO
oOEX2 VT ¢ LEWENZBILTHZ LB E L, IR F#H EBIEOIERDNEmS L TND. Zh
F T, ISO/TMB (Technical Management Board: £ & BERF#ES) OWREFHA T, 2015 4FIC ISO/TC 292 A%
EEhe. AEMEERTIE, 1RO ISO/TC 223 (H:2MEF= U7 1), ISO/TC247 (ARIER 155K OB
SO ISO/TC 284 (R stbA NV — a VOSEEH - A X0 A% BoRFH) CER S L= &
BN ISO/TC 8 (MRS OVBIFEEEAN) TIERL S 4172 18028000 (7' I A F=—r DX a2 VT 4 v R T A

PRAT L) P =Re—fELTRS L L L, ZRBEKOMkEERL EMRB L 1T L L bie, Hifh
B OIERRZIT > T D,
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2.2 ISO/TC 8 MEhA

ISO/TC 8/WG 4 1%, TN E CTHEAIRER > TE7n, WHEEFEX2 ) 7 ki sh, A3 —kF%ay

BT 2V X7 TR A A N FER O ~ DI EITLR 5 R R E DFEELIC OV THEEL TR Y,

;ﬂifi5E® BEBMEL TS, E72, FIISOTC 8IZETH WG 10 (A~—hvy B 2) I, iAo
TE N OEISEICEH SNA a0 Ea— T 7 ) r—3a U B X OWEEINCHOWT, EEEKREEZERT 51
(A THD. O WG IR OMEROT — @5, A~v—bhala=r—rarrF— v =A OHI
f1EE, TP (Internet Protocol) v6 [ZRHIGT MR v b U — 7 HEREIZOWTHEZE L TR Y, ZnETIZ4RIOSE
ZRAMEL T 5.

2.3 IMO mEhmM

IMO Ti&, 2001 FIKECR E 2R T m #2328 L LT, SOLAS (International Convention for the
Safety of Life at Sea) 5fIICHT7-I12%5 XI-2 & (Special measures to enhance maritime security) 72MEA1 4L, Z OeLiE
(32004 £ 7 A 1 HIZHEB L2, ZHuc kY, EBEHHEHIAESE T 5T X TOREME O k%5500 ~ Ll ED
By, WO 2 BT 5 REREAHIAEIZ, ISPS =— R (International Ship and Port Facility Security
Code) MEHIND KD IZhoT. Mfin~DORIE & L TIE, REEHERT 5720 OSSR E O E,
%iﬁﬁ@%ﬁ FORATR ZHRAR DVERE RIS L 7 o 72, 72, ISO TiE, ISPS =1— RDFZhEZ T T, Wk

B ORZFHMiR L O X2 U 74 7TV OEREEL, ¥F2Y T 4 LYo E2XD 2 L2 AL L
T, 2007 -2 1SO 20858 (Ships and marine technology -- Maritime port facility security assessments and security plan
development) 23ERK E 4172,

3. 1S0/TC 292 EMZFE=R

3.1 1S0/TC 292 &Rk
ISO/TC 292 BifZEE A1, 2018 E X TORIZ4 DD T IL—TFL WG1 75 WG 6 £ TD 6 DONEEIEN R
ESh, M6 EPESILTVSD. 201949 HIZBESNDE 7TERRE XV, H7ZlZ WGT & WG DNRE S
NHTETHS. Kﬁﬁ%ﬁ%ﬂﬁﬁﬁﬁ%llLﬂﬁi_hif,%ﬁ%iﬁé,ﬂm(MHmemBO
28000) & WG 6 12317 5 1SO 28000 + U — ADUGETEHEIC HARMZE & L THIG L TE 7223, 4% AHG [ IfRE L 72
¥ 18028000 >V — XDUGETTEH,IZ WG ITBATEND TETH D
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B1 1S0/TC 292 m#EAERL

3.2 IREBAROIKR
FH OB LTS ISO/TC 292/WG 6 234K 9 k&, 2018 4F 12 H RS2 R 1T B3I A £ 1 1Rd. 72
B, WG 6 USNDIEEIRIC L DHBUEBRRE ORIUIZHOWTIL, OO HE2 SR S0,
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&1 ISO/TC 292/WG 6 H\#k 5 MIEDFFINR (2018 & 12 AFRFR)

BEE g BRFERTL
ISO 18788:2015 Management system for private security operations IS FEATH
ISO 28000:2007 Specification for security management systems for the supply chain IS FEATVE
ISO 28001:2007 Security management systems for the supply chain -- Best practices for | IS F&{T#5

implementing supply chain security assessments and plans -- Requirements and
guidance
ISO 28002:2011 Security management systems for the supply chain -- Development of resilience | IS 8 T%#5
in the supply chain -- Requirements with guidance for use
1SO28003:2007 Security management systems for the supply chain - Requirements for bodies | IS 81T#F
providing audit and certification of supply chain security management systems
ISO 28004-1:2007 | Security management systems for the supply chain -- Guidelines for the | IS 1T
implementation of ISO 28000 -- Part 1: General principles
ISO 28004-3:2014 | Security management systems for the supply chain -- Guidelines for the | IS F81T%
implementation of ISO 28000 -- Part 3: Additional specific guidance for
adopting ISO 28000 for use by medium and small businesses (other than marine
ports)
1SO28004-4:2014 | Security management systems for the supply chain -- Guidelines for the | IS F&1T%
implementation of ISO 28000 -- Part 4: Additional specific guidance on
implementing ISO 28000 if compliance with ISO 28001 is a management
objective
ISO/TS Security and resilience — Guidelines for complexity assessment process to | TS F&1TH%
22375:2018 improve security and resilience
ISO/WD 22340 Security and resilience -- Protective security -- Architecture, framework and | NP #¢ZZ [k
guidelines WD
ISO/WD 22341 Security and resilience -- Protective security -- Guidance for security and crime | NP #¢Z2 a] A
prevention by urban design and management WD {ERKH
ISO/TRWD 22342 | Security and resilience - Protective security - Guidelines for the development | NP $5ZZ ] A
of a security plan for an organization
IS: International Standard
TS: Technical Specification
WD: Working Draft
TR: Technical Report
4. 180 28000 1) —X#RH&
4.1 HE
2.3 fii k7= ISPS = — R &[AERIZ, 1SO 28000 U —X (ISO 28000 ~ISO 28004 ) X, KE[FIFFZHT 1

EEREE LT, MEeXx2 T o2k 52 L2 HME L, ISO/TC 8 DR E L CIER S 417-. 1SO 28000 >
U —X1%, KEMIELIREOIRGIEEZ BRO—o L U TRENREAR L oo TER LB THY, 2o ) —
R, WEOHRLRST, AEFENOHBEEETOY T IA4 F2—r DOETE 2 b ELWREIRDORE RO
ELTC, X2 U T 4 bicETHEERK L oo T D, —J7, 1SO 12X W RBITEN TV D EEEHMKIT, D
CEH SHEITEICABETZLEERoTNDTW, BIE, FEOITYZHKIRDLISEICSE L, 1SO 28000
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V—ZXDUGETERZED TN D, YT KH i [EEREEE 2 —R&I, 2016 4 4 HIZN) Thfes
ISO/TC292/WG 6 IZ& i L, UETEEDr— R~y 7 ZHEL, ISPS =2 — K& DAL X 572D DFFHICK X
<EBALZ. F£72, FEDIIABKOENZERICBW TCHILTHOREIZETD L L HIg, 2018 4 3 AB X
V10 HICBMES L5 S [BliRe (F), & 6 [Eifde (/v =—) IZHI L, Ad Hoc Group (2 X 22
DEYGTOZ M, b, FIER X OEHISI R D FEIC TR L2, 57%1%, 1S028000 + U —XDETE#IT
YAY AL MU AT LB (MSS) OIS & OBEMAKD Z & ARIHRIC, NEORERER DN
UGETTEEED D,

4.2 1S0 28000

I1SO 28000 %, H/IMEZE « FUAD D ERARE - #BE TOH D LB OMEZ x5 L LT, £, ks, f*
BLIRMY - RURD Y T TA F 22— DD F 2 VT A XA FVAT AIIONWT, TOHEEEE
DAHFKTHS. ZOHKIL, ACHEBOY I3 Fo— o0, LR FETERT A MEND S5
BIEATAZEEZAME LTS, ZOHIKIE, VAZR—RICHE SR A L N RAT A~DT Fa—F
ZERHA L TCWA72, 1SO 14001 : 2004 THERES TS ISO 74—~ v MIHHELL TV 5. [, 7tk
AR—=AFESL R VA P AT A (FlZIE, 1SO 9001 : 2000) ZERfH L CW AW T, Ak %
T Z ENATREL 7o > TN D,

Bl 2 IR X9, ZORKEHNEDDLEFXF 2T 4RI AL M AT LUFLTOEZENR G ENTEY,
PDCA (Plan Do Check Act) DFiEAZ WD Z ENBIESNTND.

1) EF2UVT 4R TARY —

Q) X2 U7 FHEOGE (VA7 T7EAA N, HAEH, £X2 Y70 OXREHP, EX2 VT 4

VXA N TR T T L)

(3) FETEEM (FEE, MR, a3a=r—Iar, X&E Bz bo—L L HEES)

(4) HERLEEREEOFER GHIEEMR, A7 AOFHE, RNEGFHOEIEE PHFE, ikl BEa%)

(5) RIHE L &kt

2 IS0 28000 & PDCA H41 )L

4.3 180 28001
ISO 28001 %, V7' IAF=—rtx= T 4 OFMEER L OGH %2 33 2 72 O DB I E0E & b 5 ik
Thd. ZORKIE, V774 F =— 2 OMFHMEC T 55 Eiti L, #8atX= VT 0 77 o OER AL
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(1) VTITAF == D X2V T 4 7B RETT ORISR L Ei

Q) VT IAF == BRETTTBICB O TUERARRE L~V Ot F 2 U T ¢ O & SCER

(3) HAHEIERE (WCO) DOHIENHAE L TED H115 AEO (Authorized Economic Operator) &%, 3L

[EINFLUELE & OF BRBREE HESD 2 T2 O DR — IR~ D 4%

4 BEFEOEEENY 7 I A F = — BT 25 Mt ¥ 2 U T 1 BEREO TR

5) X2V T o FHlOEkIZHD < YA E OB %

(6) RLEEBICMAT - REEREZES OF)IfH

COHKBICE DY T IAF2—r X2 VT4 DO—#HOT a2 %K 3 \TRT. BE T U AOFRN LY
T Fr—rtXa VT L DR EERETOT I RTHONT, MHEMICRE LSEET S 2 ERHESRT
W5,
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4.4 150 28002

ISO 28002 1%, HFIAF=—NIBITHLY Y U ZAEHHRET DO DEE LT A X AE2EDTND
HETHD., ZOHKIIL, #MfEcE28xd2) T 0 LOBBICET 2FRTTE, 5%, &, &, s, &
SR X OFEOEEINR DRI 7 0B ARFEICR LN TV D, 2, Z OFKIZISO 28000 &
[IFEIZ PDCA OFEZHWALZERHESN TS, LY U AEHEOD, 7ot AT TOEENE
Fb.

1) MDY R7, BX=2UT ¢, i, xhi, ke, 3 X ONEHE OZ O PR

Q) VA EEET OO E HORMESL

(3) HEHkD BRIFEIPHNTY 27 ZE BT 2 72D OFBR O I L ONEH

@) VYU REERHORT 3 —~ U A L FIEOERR L OWERR

(5)  FBIRRFHINC LS < kRO
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4.5 1S0 28003

IS028003 (X, V7' IAF=—rtXa T 4A~vRT AL NV AT AOERE X OWEREE Elitid MBI~
KREENTOOLNTWDIHKETHD. £, TOHKILISO 19011 (w3 A2 by AT AEED O DOFRE)
BEOISO 17021 GEEMRHE-~ %2 A > v AT LADFERR LORIEETT 9 BT 2 BkEm) v ) —X
IZHEHLL T 0, 1SO 28000 D H A ZAT 5 BRICITYFZHME 8T T 5 Z L IIAE L S Tnh. £72, Ui
HFOBEAEPHIILLTO LB TH 5.

(1) 1SO 28000 7= iﬂﬁ@#fn‘E@#7 TAT2—rtXa VT ARV A L NV ARAT AHRORREE 72138

A HIGET 2 RRaEERNC T C, FEREICAR Dt — a8t 2423 5.
Q) EX=2VUTFq4~vRxTALE /XTAfﬁh*%@%*%Iﬁit ITEREIRRSIZ DWW, BT K ORREC 3@ mT
BEZR IR ZHEft 3 5.
(3) #774%®M£#H53htﬁ&_owf VBRI L FE A RIS 5.

4.6 1S0 28004

1SO 28004 1%, 1SO28000 ~DIfRZ TR, ZDIEL IR H L2 HME L, ZOREAFEZHATH L &
12 ISO 28000 DABMEIC KT 5, BRI AT, Tat A, B OWAE R H I HOW T BRI ED
TWAHHHETH D, ZORKIIAK 4 SO TH Y, 1SO 28004-2 (ISO 28000 % H/NEBD AR L — 9
WA 2720 08EE) 1%, glEHiE ISO/TC 8 TV s, 1SO 28004-1 (—fxJFHI), ISO 28004-3 (ISO
%mo%%@u%®¢m¢¥:ﬁmfékw®ﬁﬁLm%ﬂ)%;w,Eommm4mo%m1@m%%ﬁ5%
& L723A12 180 28000 %3 95 7= O ORFEIBIFESE) 1%, TC 292 THY Fbits.

5. F&H

ARETIE, X2V T 4 EEEREA~OE Y MIAZONT, FEH SLMNSHE LT 5 ISO/TC 8 L OV ISO/TC 292
OFFEME, Tk ORI & FATHREOMEZEN Lic. EEEEOSIFIZENT, W, 7ol Xk, v
Vo — A LR KOV - fEEfOxR » N U —ZBEIRH X2 Y T 4 BT REEEETH S, 61
ISO/TC 292 B L OVISO/TC 8 1ZHBI1F D F = U 7 ¢ BhEDOFE#RIC OV T L7, IMO (2 X 2 BRI o
BT LT

ERRA7R2 Y 7T A4 F = — B0, ZRREREN R & ERE G L KT 720, kX
WHEERDOBEALREE-STEBY, 77794 F=2—ZBF 28XV T 4w RV A L MU AT AOBKITIEFIC
EHETHD. EoT, AFRTEOHS 1SO 28000 >V — XDHIE « METEEIZE X2V T 4 20(bT 5720 DHE
FERIATH D LR T 5 & &bz, 4% ISO/TC 292 B L TVISO/TC 8 TOFFEICK LTI HICHBRL TV &
72N EEZ TN,
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